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No.
	New Standard

	
	

	1
	Passwords will be exactly 8 characters in length.

	
	

	2
	Passwords are case sensitive and must contain:
· at least one alphabetic uppercase letter (A – Z) or one national character (#, @, $) and;

· at least one alphabetic lowercase letter (a - z) and;

· at least one number (0 - 9).



	
	

	3
	User ID will be revoked after three (3) consecutive unsuccessful password attempts.

	
	

	4
	Inactive user IDs will automatically be revoked after 90 days.

	
	

	5
	Passwords must be changed at least every 90 days.

	
	

	6
	The password minimum change interval is 15 days.

	
	

	7
	Users are prohibited from using any of their 32 prior passwords.

	
	

	8
	RACF will issue a warning message 10 days before the user password expires.


