June 6, 2022

CALIFORNIA DEPARTMENT OF SOCIAL SERVICES
EXECUTIVE SUMMARY

ALL COUNTY WELFARE DIRECTORS LETTER

This letter provides the County Welfare Departments (CWDs) with updated information on the
Electronic Benefit Transfer (EBT) Card Verification Value (CVV) functionality enablement and card

replacement activities impacting Cash and Food benefit programs. The EBT CVV enablement
has been delayed to June 2022.
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ALL COUNTY WELFARE DIRECTORS LETTER

TO: ALL COUNTY WELFARE DIRECTORS

SUBJECT: UPDATED EBT CARD CVV ENABLEMENT AND CARD REPLACEMENT

This letter serves as notification to the County Welfare Departments (CWDs) for the
Electronic Benefit Transfer (EBT) enablement of Card Verification Value (CVV)
functionality and card replacement activities. This letter provides an update to the All
County Welfare Directors Letter (ACWDL) published on March 17th, 2022 on the
revised CVV functionality implementation schedule.

BACKGROUND

Due to the recent influx of EBT theft, the California Department of Social Services
(CDSS) has identified the need to include CVV as part of the electronic transaction
validation process for food and cash EBT purchases to improve card security for
cardholders. This effort was originally scheduled for implementation in April 2022, but
has now been moved back to June 2022.

ENABLING CVV FUNCTIONALITY

In partnership with the Office of Systems Integration (OSI) and our EBT vendor, Fidelity
Information Services (FIS), the CDSS is enabling CVV for EBT cards in June 2022.
Enabling CVV functionality will provide new theft protection for the EBT cardholders by
reducing the risk of scamming. This technology is an additional layer of coding
embedded in the magnetic stripe on the back of the EBT card and not visible to clients.
Unlike the CVV number on most credit or debit cards, the EBT CVV number is not
printed on the card itself. The CVV number is unseen to EBT cardholders.

All EBT cards issued by FIS after June 2018 and all EBT cards printed at county offices
since October 2019 have CVV technology embedded and are awaiting enablement.
Cardholders with EBT cards printed prior to these dates will require a replacement card
with embedded CVV technology. No clients who received EBT cards issued by FIS
after June 2018 or EBT cards printed at county offices since October 2019 will be
impacted.

The EBT CVV functionality will be enabled in June 2022, at which time any EBT card



that does not have the CVV embedded will be deactivated. Enabling CVV will apply to
both food and cash benefit purchases and apply to in-state and out-of-state EBT
transactions. Transactions without CVV will not be processed. Online purchasing will
not be impacted by enabling CVV. Women, Infants, and Children (WIC)
Cards will not be affected by enabling CVV functionality.

CARD REPLACEMENT AND CVV ENABLEMENT SCHEDULE

Approximately 921,000 EBT cardholders identified as being without CVV coding on their
current EBT card began receiving replacement EBT cards with CVV technology in
February 2022.

The EBT replacement card packages are being mailed February through early-May
2022 and include the EBT card as well as activation instructions for the new card.
Cardholders are instructed to destroy their old EBT card as soon as new one arrives
and activate their new card simply by using it to complete a food or cash transaction.
Their Personal Identification Number (PIN) will not change, and the balance of their
accounts will not be impacted by activating the replacement card. The EBT
cardholders will have approximately 30 days to activate the replacement card before
their old card becomes inoperable. When the CVV is enabled in June 2022, all EBT
transactions will be declined when an EBT card without CVV is used. All EBT
balances will automatically transfer over to the replacement EBT card.

The enablement date was moved back to June 2022 due to low card activation rates
and the identification of older, non-CVV cards that have been reactivated after
cardholders returned to aid. The statewide activation rate is now over 84% and
replacement cards have been mailed to those reactivated cases.

COUNTY IMPACT

To prepare for card replacements and the CVV enablement, counties should
encourage cardholders to activate their replacement cards as soon as the new cards
are received. The new EBT card will arrive with activation instructions. Activating the
new card will automatically deactivate the old, non-CVV card. Additionally, if the new
card is not activated before the statewide CVV functionality is enabled in June 2022,
the old card will stop working.

Additionally, counties are advised to print new EBT cards for customers who are
returning to aid that have an existing EBT card that was issued by the county prior to
November 2019 or was issued by the EBT vendor prior to July 2018. These cards do
not have the added security of CVV functionality.

Counties are advised to refer cardholders to the EBT Customer Service Center when
receiving EBT related calls from customers. The EBT Customer Service
Representatives are prepared for this change and anticipate an increase in customer
questions regarding enabling CVV functionality, card replacements, and potential
transaction denial. FIS is working with the Statewide Automated Welfare Systems
(SAWS) consortia partners to send updated card data to CalSAWS and CalWIN. This
will be available for county eligibility and case workers needing to view replacement
card information.



If a customer did not receive their new card or is otherwise in need of a new card
replacement, counties are advised to follow the current card replacement process.
Additionally, no county-owned cardstock needs to be replaced in order to prepare for
CVV enablement. The CVV coding is added by the card printer and is not embedded in
the actual cardstock. This means that current cardstock can be used regardless of
when the cardstock was obtained. Enabling CVV functionality has no impact on card
printer settings, therefore, no reprogramming is necessary. No replacement cardstock
or card printers are needed. While no county cardstock needs to be replaced in order to
prepare for CVV enablement, counties are encouraged to review their available
cardstock and consider ordering additional stock if they anticipate needing it for
replacements. Counties are advised to remain informed of the rollout and standard card
replacement process in order to field cardholder questions.

STATE MONITORING

The Office of Systems Integration (OSI) and the CDSS are monitoring replacement card
activation rates and replacement cards returned as undeliverable. The CDSS has
issued targeted communications to cardholders in order to increase replacement card
activation rates. The OSI and the CDSS will continue to review this data to determine if
additional outreach or action is needed prior to enabling CVV functionality.

The Statewide Automated Welfare System (SAWS), inclusive of CalSAWS and
CalWIN, will be updated with the new EBT card number and other relevant EBT card
information once the replacement EBT card is activated. Through this, county staff will
be made aware of active EBT cards attached to each case.

ADDITIONAL RESOURCES

Enclosed with this letter is a questions and answers document which addresses
frequently asked questions we have received from stakeholders. Please share this
document with all county welfare department staff.

If you have questions or need additional guidance regarding the information in this
letter, please contact the Automation and Innovation Bureau (AIB) at (916) 654-2125
or CDSSEBT@dss.ca.gov. Please continue to direct EBT cardholders to the EBT
Customer Service Center at (877) 328-9677.

Sincerely,
Original Document Signed By:

RAQUEL GIVON, Branch Chief
Enterprise Data Management Branch
Research Automation and Data Division

Attachments:
Card Verification Value (CVV) Enablement Frequently Asked Questions (FAQ)
CVV Card Replacements by County
EBT CVV Mailer in Threshold Languages
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Card Verification Value (CVV) Enablement Frequently Asked Questions (FAQ)

Q: Why is the CDSS implementing CVV on the Electronic Benefits Transfer (EBT)
cards?

A: CVV enablement supports increased theft protections for EBT cardholders. The
CVV coding is embedded in the magnetic strip on the back of the card. Typically, an
associated three to four-digit code is also printed on the back of credit and debit cards.
For security purposes, this is not the case for EBT cards.

All EBT cards issued by FIS after June 2018 and EBT cards printed at county offices
since October 2019 have dormant CVV technology embedded and are awaiting
enablement. Cardholders that already have CVV technology will not receive a
replacement card. Cardholders with EBT cards that do not have CVV technology will
require a replacement card with embedded CVV technology. EBT CVV functionality will
be enabled in June 2022, at which time any EBT card that does not have CVV
embedded will be deactivated.

Q: What is the timeline of the roll-out?

A: EBT replacement card packages have been mailed between February 2022 through
May 2022 and include the EBT card and activation instructions for using the new card.
EBT cardholders will have 30 days from the last card mailing to use the replacement
card, which activates the card before their old card becomes inoperable. CVV
enablement will go into production in June 2022.

Q: Who are the ~921,000 customers that will be getting new cards?

A: EBT cardholders who do not have CVV embedded on their card require a
replacement. All EBT cards issued by FIS after June 2018 and EBT cards printed at
county offices since October 2019 have dormant CVV technology and are awaiting
enablement. These Cardholders began receiving replacement EBT cards with CVV
technology in February 2022 and mailings will continue into May.

Q: How will card replacements impact each county?
A: Each county’s caseload will be impacted by card replacements differently. See
attached spreadsheet titled CVV Card Replacements By County.

Q: Can we identify customers who are unhoused or those who will have
replacement cards mailed to county offices?

A: Unfortunately, FIS does not have homeless data available to incorporate into its
impact assessment. This information is only available in the SAWS systems. We are
exploring options to determine if there is a layover of EBT and SAWS data that can be
completed to identify this population.

Q: How frequently will FIS report card replacement activation rates?

A: FIS has been providing a weekly report to OSI and CDSS to evaluate card
replacement activation rates. These rates were lower than anticipated in April, which
contributed to the decision to delay CVV enablement. The rate is currently over 84%
and rising.



Q: Will counties be notified in advance of enabling CVV functionality? What are
counties expected to do?

A: Yes. Counties have been receiving information regarding this effort via the County
Welfare Director’s Association (CWDA) series of meetings since December 2021. This
ACWDL is formal notice to counties. No additional county action is anticipated at this
time. Counties simply need to be informed of the rollout and process in order to field
cardholder questions they may receive.

Q: How will counties need to respond if they get calls from card holders? Is it
assumed that counties should follow the current process for FIS CSR
coordination?

A: Yes, counties should follow current protocols for connecting cardholders to the EBT
Customer Service Center. No county process changes are anticipated at this time. If a
client is in need of a new card replacement, counties should follow current process for
this request. Any new card printed will have CVV embedded technology.

Q: How will CVV enablement impact EBT retailers?

A: There are fifty known EBT retailers Statewide that may experience challenges once
CVV functionality is enabled. These retailers may need to update their Point-of-Sale
(POS) terminals in order to continue accepting EBT as payment. Counties with three or
more of these retailers include Los Angeles, Riverside, San Diego, Contra Costa, and
Orange. Until retailers are able to update their technology, manual transactions can be
completed.

Q: Does the CVV mailer include the CDSS logo?

A: Please see attached Final CVV Insert for Mass Card Replacement. The insert
intentionally does not reference the CDSS and does not include the CDSS logo.
Cardholders are familiar with EBT and are unfamiliar with the CDSS logo. To reduce
cardholder confusion, the standard EBT language was used within the insert.



j}lsl STATE OF CALIFORNIA—HEALTH AND HUMAN SERVICES AGENCY
[T

DEPARTMENT OF SOCIAL SERVICES

]
CDSS 744 P Street « Sacramento, CA 95814 « www.cdss.ca.gov
_—
KIM JOHNSON GAVIN NEWSOM
DIRECTOR GOVERNOR

CVV Card Replacements by County

County Count of Card
Replacements
01 - ALAMEDA 27,165
02 - ALPINE 28
03 - AMADOR 703
04 - BUTTE 6,041
05 - CALAVERAS 1,200
06 - COLUSA 347
07 - CONTRA COSTA 12,727
08 - DEL NORTE 1,392
09 - EL DORADO 2,848
10 - FRESNO 39,998
11 - GLENN 690
12 - HUMBOLDT 5,763
13 - IMPERIAL 10,600
14 - INYO 388
15 - KERN 29,816
16 - KINGS 4,662
17 - LAKE 3,135
18 - LASSEN 588
19 - LOS ANGELES 282,240
20 - MADERA 5,207
21 - MARIN 3,487
22 - MARIPOSA 507
23 - MENDOCINO 2,887
24 - MERCED 11,622
25 - MODOC 320
26 - MONO 149
27 - MONTEREY 8,924
28 - NAPA 1,403
29 - NEVADA 1,993
30 - ORANGE 48,081
31 - PLACER 3,686
32 - PLUMAS 553
33 - RIVERSIDE 53,072
34 - SACRAMENTO 41,806




35 - SAN BENITO 1,012
36 - SAN BERNARDINO 61,707
37 - SAN DIEGO 67,791
38 - SAN FRANCISCO 19,409
39 - SAN JOAQUIN 18,721
40 - SAN LUIS OBISPO 4,274
41 - SAN MATEO 6,348
42 - SANTA BARBARA 8,188
43 - SANTA CLARA 21,862
44 - SANTA CRUZ 5,878
45 - SHASTA 5,675
46 - SIERRA 73
47 - SISKIYOU 1,513
48 - SOLANO 8,153
49 - SONOMA 7,141
50 - STANISLAUS 15,636
51 - SUTTER 2,339
52 - TEHAMA 1,676
53 - TRINITY 452
54 - TULARE 25,625
55 - TUOLUMNE 1,405
56 - VENTURA 15,509
57 - YOLO 4,737
58 - YUBA 2,644

Grand Total

921,796
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EBT CVV Mailer in Threshold Languages

English: Armenian:

Dear EBT Cardholder,

You are getting a new EBT card that is
more secure. Please begin using your
new card right away. Your old card will
stop working within the next 30 days.
Your PIN and benefits from your old
card will not change.

If you have any questions, please call
EBT customer service at (877) 328-
9677.

Spanish:
Estimado titular de tarjeta EBT,

Recibira una nueva tarjeta EBT que es
mas segura. Comience a usar su nueva
tarjeta de inmediato. Su tarjeta anterior
dejara de funcionar en los préoximos

30 dias. El PIN y los beneficios de su
tarjeta anterior no cambiaran.

Si tiene alguna pregunta, comuniquese
con la linea de atencion al cliente de
EBT al (877) 328-9677.

Arabic:
EBT 4ddlay Jala Uiy 5

el oa Bl I saaa EBT A8ay Al el
Lol iy (o gt Vs sl el aladinl
el o Al Ly 30 I g et (B deall e
elillay Lalall clilaaia s (PIN) ) L
Aagaill

¢Sae daddy Jlai¥) oy ol il (gl clal G 1)
.(877) 328-9677 A0 Je EBT

Swngbih EBT pwpunwwwl,

AnLp unwuncd Gp Unp EBT pwpun, npu
wybh wwwhny E: vunpnud Gup
wludhpwuwtu uyut| oguugnnpsdt| Atn
unp pwpwp: QGn hhu pwnup Ynwnwnh
w2huwwnt] wnwphyw 30 opgw
puprwgpnLy: 6N PIN Ynnp W Q6n hhu
pwnunh bwwuwnubpp s&5U thnpuyh:

Gt hwpgbp nlubp, puunpnud Gup
qwugwhwnb] EBT-h 3wdwhunpnubph
uywuwnydwu pwdhu* (877) 328-9677
hGnwhunuwhwdJwpny:

Cambodian:

N[GUMiEAMSM S EBT,

HEANWSSUmMs EBT Sisumsis
BISiIaMN 9 YumUIREOmMaS
TURIH™YW

ino 4 MmasIugsRSY

WU SINRIAIBHRHSREINM 30 1% 4
sss (PIN) SH
HEUIIMESAM A (iiunHASH
Ssaynsju 4

USRI SAISIAMYW uy
SIHSHINNUIBHASRSIUE (877)
328-96774

Chinese:

B EBT f KA,

RS SR LA 1 EBT R G557
BB aa s B RIH o SR RRERE T
A 30 RNFEREE . AR PIN
AR R B ORAF AN

R BER, HECE (877) 328-
9677 JEBT 7% P IR .



Farsi:
EBT IS (o) S 021 ylo

A el 48 1S (oo Ly g2 s EBT <8 &G Lad

o | ss yan IS i poldia] 4lalidy lih] | Cuf
S K0 oail gy 30 i pb Lo et IS S
st Olined Lad o SIS (5L ja 5 Gy 9S8 28] 550
RPL Y PEE]

Gk JIEBT liside cilers b GhI ey yls (A S
s ulai (877) 328-9677 5 les

Hmong:
Hawm Txog Cov Neeg Muaj Npav EBT,

Koj yuav tau txais ib daim npav EBT
tshiab uas muaj kev ceev kom neeg tsis
txhob nyiag tau zoo dua qub. Thov
muab koj daim npav tshiab siv sai. Nyob
hauv 30 hnub tom ntej no, koj daim
npav qub yuav tsis ua hauj lwm ntxiv
lawm. Koj tus PIN thiab cov nyiaj ntawm
koj daim npav qub yuav tsis pauv.

Yog koj muaj lus nug dab tsi, thov hu
rau EBT lub chaw pab cov neeg siv
ghov kev pab cuam ntawm (877) 328-
9677.

Japanese:
EBTH-FHAEDER

FUBLHFHUVEBTH-F.25EINETE
(CRYET, RPN, COFTLWH-FOfER
EBIAHLESN, INETOA-FIE, 530
HREUAICKEEMEIELET, INETOH-
FOPINEUHETOARICEELHY FE
Ao

CERNSEYDSEICIE. EBTOHAIN-
H-P2 (BEFEHES877—-328-9677) [CZ
EHELTEE,



Korean:
EBT & X|Xt27H],

o AteO| UA2A|H, EBT 12
MH| A0 (877) 328-96772 TSI A| 7
HFEf L O

Lao:

cfi9 vancarzegto EBT,

wwMI9losuto EBT
Winstivsolwns. nrguacdudalgtolul
VU299V NVH.
Goluchgeguinnazdznwolgyulowie?
» 30 5. 3 PIN
warSoutlmeocinggzeguinnebINIUIL
ccu).

HuanSernInlog
NEQLNTCHIVIHOS NN EBT
\GtcS (877) 328-9677.

Mien:

Tong Taux Longc “EBT” Mbatv nyei
Mienh,

Meih oix duqv zipv kuaaiv gauh gem
longx nyei siang “EBT” mbatv. Tov jiex
gorn longc meih nyei siang-mbatv siepv-
siepv aqv. Meih nyei loz-mbatv dingh
maiv zoux gong yiem jiex mingh 30
hnoi. Meih nyei “PIN” namh mber caux
nyaanh yiem meih nyei loz-mbatv se
maiv tiuv.

Se gorngv meih maaih haaix nyungc
waac-naaic nor, tov heuc “EBT” mbatv
gorn yiem (877) 328-9677.

Portuguese:

Titular do cartdo EBT,

Vocé recebeu um novo cartao EBT que
€ mais seguro. Comece a usar este
cartdo novo imediatamente. O seu
cartdo antigo deixara de funcionar nos
proximos 30 dias. Ndo houve mudancga
no seu PIN ou nos beneficios atribuidos
ao seu cartdo antigo.

Se tiver alguma pergunta, ligue para a
central de atendimento do EBT pelo
nuamero (877) 328-9677.

Punjabi:

fUmd EBT 919304,

374 B &<t EBT g3 yu3 Jfgar I+
mmalmmmm?@
9193 < <93 AT 2d6 Hg o4 e8|
3JT3T YIS J1d3 MJ1S 30 feat fegarg
FH II&T 8¢ Jd ©<dlNl 3J3 YJ'E d1d3
T s w3 efee 5 ges i

A 3373 ¢l A9 I& 31 fgqur 3o EBT
IMIS AT G (877) 328-96773 A& A4 |

Russian:

YBaxaeMbln gepxatenb kapTol EBT,

Bbl nonyyaeTte HoByto KapTy EBT,
H6onee HagexHy. MNMoxanywncra,
HeMe[NeHHO Ha4YHUTE UCMnonb3oBaTb
CBOIO HOBYIO KapTy. Bawa ctapas kapta
nepecTtaHeT paboTaTtb B Te4eHue
cnegyowinx 30 gHen. Baw PIN-koa n
NbroTbl MO CTApoOW KapTe He U3MEHATCS.

Ecnu y Bac ecTb Bonpochl, NO3BOHUTE B
cnyx6y nogaepxku knveHToB EBT no
TenedoHy (877) 328-9677.

Tagalog:

Mahal na May Hawak ng EBT Card

Nakukuha mo ang isang bagong EBT
card na mas ligtas. Mangyaring agad
na simulan ang paggamit ng bago mong
card. Ang dati mong card ay titigil sa



paggana sa loob ng 30 araw. Hindi
magbabago ang iyong PIN at mga
benepisyo mula sa dati mong card.

Kung mayroon kang anumang mga
katanungan, mangyaring tawagan ang
customer service sa (877) 328-9677.

Ukrainian:

LLlaHoBHWI KopucTyBayy KapTku EBT!

Bu otpumanu HoBy kapTky EBT, sika €
OinbL 3axuwieHoro. byab nacka, sigpasy
X MOYHITb KOPUCTYBATMCS CBOEKD HOBOIO
KapTkoto. Bawa ctapa kapTka
nepectaHe npautoaTtn npotsarom 30
AHis. Baw lMIH-koa Ta gonomora, ski
Oynn Ha cTapin KapTui, He 3MIHATbCS.

Axkwo y Bac € 6yab-siki nMTaHHsA, 6yab
nacka, 3atenedonyinte go Cnyxou
niaTpumkn kopuctysadis EBT 3a
Homepom (877) 328-9677.

Vietnamese:

Than gt dén cha thé EBT,

Quy vi dang nhan dwgc mét thé EBT
m&i an toan hon. Xin hay bét dau st
dung thé mai clia quy vi tir bay gio. Thé
cli clia quy vi sé nglrng hoat dong trong
vong 30 ngay t¢i. Ma PIN va phuc loi tw
thé cii clia quy vi sé khong thay ddi.

Néu quy vi ¢ bat ky cau hdi ndo, vui
long goi dich vu khach hang EBT theo
sb (877) 328-9677.
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